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ABSTRACT

The objective of this study is to propose observable proxies to measure operational risk in credit
unions. This work is significant for several reasons: it enhances transparency by utilizing publicly
accessible metrics, enables comparisons between institutions facilitating the identification of best
practices and areas for improvement and promotes financial stability by evaluating performance
over time, contributing to effective operational risk management in the cooperative sector. Based
on a systematic literature review, the results demonstrate that it is possible to measure operational
risk in credit unions without access to internal information. These proxies can be tested by
cooperatives, improving decision-making processes in risk situations and fostering debate among
researchers. The study's implications include increased transparency in the sector, greater trust
from members and the public, support for regulators in identifying weaknesses in the cooperative
financial system, and broadening the discussion on operational risk measurement. Unlike studies
that rely on internal data, this work offers proxies that enable comparability and sectoral analysis.
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1 INTRODUCTION

Credit unions can promote access to financial services for the most disadvantaged
populations, as they generate income and employment for these individuals (Greatti & Sela, 2021).
According to de Freitas et al. (2008), while credit unions do not aim for financial profit but rather
for efficiency in providing services to their members, they need to be attentive to the management
of risks involved in their operations.

In alignment with the Basel Accord (Basel Committee on Banking Supervision - BCBS,
2006), risk management including the identification, measurement, monitoring, and control of
risks should be considered by market participants when evaluating an institution. Accordingly,
Resolution No. 4,557/2017 (Bacen, 2017) stipulates that financial institutions' risk management
frameworks must address credit risk, market risk, interest rate risk for instruments classified in the
banking portfolio, operational risk, liquidity risk, socio-environmental risk, and other relevant
risks defined by the institution’s criteria.

Studying operational risk is particularly important, as related events can cause substantial
losses, potentially undermining the performance of affected institutions (Chernobai et al., 2021).
Operational risk events can lead to significant financial damages and, as outlined in Resolution
No. 4,557/2017 (Bacen, 2017), encompass the following: internal and external fraud; labor
disputes and workplace security issues; inappropriate practices involving customers, products, and
services; damage to physical assets owned or used by the organization; circumstances causing
interruptions in institutional activities; failures in systems, processes, or IT infrastructure; and
shortcomings in the execution, timeliness, or management of institutional activities.

The measurement of operational risk presents unique challenges, as its inherent
characteristics and associated theoretical and practical developments differ substantially from
those of other financial risks. This divergence has prevented the establishment of a consensus on
the best methodology for its measurement (Goulart, 2012).

Risk assessments that fail to consider all probable consequences may lead to improper
resource allocation in corporate risk management processes and a significant underestimation of
the importance of preventive measures related to operational risk (Eckert & Gatzert, 2017). The
frequency and magnitude of operational risk events increase significantly with the complexity of
financial institutions (Chernobai et al., 2021).

In the context of credit unions, a discrepancy is evident between the complexity of these
entities and the simplicity with which they approach operational risk. These organizations must
invest in operational risk measurement methods to enhance their performance indicators and
prevent potential losses (Amaral et al., 2009).

Given the lack of consensus on the best methodology for operational risk measurement,
stakeholders in financial institutions seek academic contributions to establish consistent, reliable,
and robust guidelines capable of accurately reflecting the degree of operational risk to which these
organizations are exposed (Goulart, 2012).

In this context, the present study aims to propose observable proxies for measuring
operational risk in credit unions. Advancing research on operational risk contributes to a cultural
transformation within financial institutions, largely because these organizations have historically
been resistant to providing data to researchers interested in studying operational risk (Goulart,
2012).

Under these circumstances, this research aligns with the existing literature on credit unions
by offering a proposal for measuring operational risk and discussing parameters to be managed to
minimize losses. This approach seeks to ensure that cooperatives remain capable of serving
citizens who rely on these institutions to meet their financial needs
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2 LITERATURE REVIEW
2.1 Credit unions Worldwide and in Brazil

Credit unions play a crucial role in increasing competition in the credit market. A plausible
explanation for this is that economies of scale, the absence of a profit-seeking obligation, tax
benefits, and the positive feedback loop between members and the institution can lead to reduced
interest rates in these transactions (Azevedo & Gartner, 2020).

On the international stage, research highlights additional roles of credit unions beyond their
social function, such as fostering competition in the credit sector (World Bank & International
Monetary Fund, 2005; Rubin et al., 2013).

In this context, cooperatives emerge as alternative institutions to banks, as they assume
risks in their investments to benefit the local communities they serve. By doing so, they promote
local development through the creation of savings and the provision of microcredit aimed at
supporting local entrepreneurial initiatives (Jacques & Goncalves, 2016).

2.2 Operational Risk in Financial Institutions

Although operational risk has long been present in institutions, concern about its formal
definition and the development of reliable metrics to measure it is relatively recent (Goulart, 2012).
According to Resolution No. 4,557/2017 (Bacen, 2017), operational risk is defined as the
possibility of losses arising from external events or from failure, deficiency, or inadequacy in
internal processes, people, or systems.

In line with Resolution No. 4,557/2017 (Bacen, 2017), operational risk events include:
internal and external fraud; labor disputes and inadequate workplace security; improper practices
related to clients, products, and services; damage to physical assets owned or used by the
institution; situations causing interruptions to the institution's activities; failures in systems,
processes, or information technology infrastructure; and failures in execution, deadlines, or
activity management within the institution.

According to Goulart (2012), financial losses resulting from operational risk in financial
institutions have become increasingly significant. This trend is attributed to changes in the
financial market since the 1980s, a period characterized by increased operational and product
complexity, faster transaction speeds, market internationalization, corporate growth, and the
sophistication of information technologies used.

Unlike credit and market risks, operational risk presents extremely limited and challenging
information for study. This is partly due to the fact that financial institutions with high operational
risks may already be out of the market (Trung et al., 2018).

3 METHODOLOGY

This research is characterized by a literature review on the subject, aiming to identify
definitions of operational risk proxies applicable to credit unions. To achieve this, a systematic
search was conducted in reputable academic databases, such as the American Accounting
Association, Elsevier, Emerald Insight, Google Scholar, Springer, and Wiley Online Library,
considering publications up to the year 2022. The goal was to capture the most recent and relevant
advancements on the topic aligned with the research context.

The keywords used included combinations in English, such as operational risk, risk
management in financial institutions, credit unions, operational risk proxies, and operational
losses in cooperatives, ensuring a broad scope to identify studies related to operational risk
management in financial institutions.
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The applied filters restricted the search to peer-reviewed publications, book chapters, and
systematic reviews, prioritizing studies published in English, although works in Portuguese were
included when relevant. Additionally, the Qualis-Capes classification of journals was considered,
with preference given to articles classified in the Al, A2, and B1 strata. The analysis also
emphasized studies from developing countries, given the interest in understanding contexts similar
to those of Brazilian credit unions.

The search resulted in a total of 86 works from various academic sources and fields. These
included articles published in high-impact international journals such as the Journal of Corporate
Finance, European Financial Management, and Journal of Monetary Economics, as well as
institutional guidelines and reports from entities like the Central Bank of Brazil and the Basel
Committee on Banking Supervision. The selection reflects a multidisciplinary and international
approach, highlighting studies conducted in countries such as Brazil, the United States, the United
Kingdom, Pakistan, China, and Taiwan.

The decision to focus the research on credit unions is justified by the importance of these
institutions in the Brazilian economic and social context. Cooperatives play a crucial role in
financial inclusion, particularly in regions where access to banking services is limited.
Furthermore, their unique structure characterized by democratic management and a focus on
meeting the needs of members creates specific opportunities and challenges that set them apart
from traditional banks, making them a valuable subject of study.

With regard to credit unions, a gap is observed between the level of complexity of these
entities and the simplicity with which they have addressed operational risk. In this context,
cooperatives need to invest in methods for measuring operational risk, aiming to improve their
performance indicators and prevent potential losses (Amaral et al., 2009). Analyzing the
performance of these organizations, while considering the specificities and challenges they face,
is essential to ensuring their sustainability and contribution to the national financial system.

4 THEORETICAL FRAMEWORK AND PROPOSAL FOR MEASURING
OPERATIONAL RISK IN CREDIT UNIONS

The Basel Committee on Banking Supervision (BCBS) outlines a framework comprising
seven broad categories of loss events, which are further subdivided into subcategories with
examples of related activities. These categories are detailed in Figure 1 (BCBS, 2001):
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Figure 1
Events Related to Operational Risk

» Internal

> Fraud

External

—» Labor claims and workplace safety

N Inappropriate practices related to
clients, products, and services
Operational | |
risk |
Damage to physical assets
N Business interruption and system

failure

Execution, delivery, and management

of processes

Source: Prepared by the authors.

Operational risk events can be defined as any occurrences with the potential to cause losses
to institutions where this type of risk is present. Below, each of the categories outlined by the
BCBS is detailed, along with the proposed proxies for measuring operational risk.

4.1 Category 1: Internal Fraud

According to Basel Il, fraud can be defined as losses arising from acts intended to
unlawfully appropriate assets or circumvent regulations, laws, or policies associated with a given
institution. Fraud can occur in two distinct environments concerning the organization: internally
or externall.

Internal fraud is associated with the risk of unexpected financial, material, or reputational
loss resulting from fraudulent actions by individuals within the organization (e.g., directors,
employees, or contractors) (BCBS, 2006). According to Wang and Hsu (2013), mitigating internal
fraud requires the implementation of stringent internal controls that encompass both systems and
processes within the institution. Furthermore, it is essential to promote a risk-aware culture among
employees, ensuring alignment with the organization’s risk management framework. The BCBS
(2011) emphasizes that operational risk management reflects the effectiveness of the board of
directors and executive management in overseeing the institution's portfolio of products, activities,
processes, and systems. Significant losses in the banking sector often stem from operational risk
and can be prevented through proper identification, analysis, monitoring, and control. Good
corporate governance practices, therefore, play a critical role in fostering effective operational risk
management (Altaf et al., 2021).

The board of directors is responsible for ensuring that the financial institution’s policies
and strategies are consistent with sound risk management practices. An effective risk management
system should be implemented under the board’s guidance. Additionally, employees must be
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aware of both the risks the institution faces and the systems in place to monitor and control such
events (Altaf et al., 2021). This highlights the role of corporate governance in integrating risk
management within banking operations (Shabbir et al., 2021).

The literature identifies several board characteristics that can be used to measure good
governance practices, including board size, gender diversity, and board independence (Endrikat et
al., 2020).

he boards of directors of financial institutions can perform their functions more effectively
to safeguard the interests of shareholders or members if there is a greater presence of external (or
non-executive) directors (Fama & Jensen, 1983). In this regard, Dahya and McConnell (2005)
argue that boards with a higher proportion of external directors make better decisions, particularly
more assertive ones regarding CEO appointments. Similarly, Beasley (1996) highlights that
organizations with a higher percentage of external directors experience lower rates of financial
fraud.

In this context, it is observed that as the number of independent members on the board of
directors increases, so does the effectiveness and control of management (Liao et al., 2014).
Another argument supporting the increase in independent members is that such individuals are less
aligned with management, thus serving as an important mechanism for achieving balance. This
ensures that companies prioritize the interests of shareholders, stakeholders, and society at large
(Sharif & Rashid, 2014).

Board size can be defined as a governance mechanism tied to management control that may
influence an organization's internal control processes (IBGC, 2009). According to the Brazilian
Institute of Corporate Governance (IBGC), the optimal size for a board of directors is between five
and eleven members. When the board exceeds this recommended range, monitoring inefficiencies
may arise. The literature further suggests that as the number of board members increases, so does
the potential for enhanced monitoring. However, the benefits of this improved effectiveness may
be offset by incremental costs resulting from less efficient communication and slower decision-
making processes, which are common in larger boards (Lipton & Lorsch 1992).

Finally, gender diversity on the board of directors is linked to the number of women
represented on the board. Since the presence of men and women often stems from traditionally,
culturally, and socially distinct perspectives, gender diversity on the board can be considered a
critical dimension of corporate governance (Liao et al., 2014).

4.1.1 Proposed Proxy for Operational Risk in Category 1: Internal Fraud

This research proposes the use of board characteristics that may indicate weak corporate
governance as a proxy for internal fraud risk. These characteristics include: (i) Board size; (ii)
Proportion of independent directors; and (iii) Gender diversity.

The primary factors contributing to internal fraud are linked to deficient internal controls
(KPMG, 2009) and inadequate corporate governance practices (Beasley, 1996). In this context,
institutions with larger boards, a higher proportion of independent directors, and female
representation on the board are expected to exhibit better monitoring of their practices and,
consequently, lower probabilities of internal fraud. Figure 2 illustrates an approach to indicate
internal fraud risk, captured through the lens of weak corporate governance.
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Figure 2
Proposition of Proxies for Internal Fraud

Inadequacy of the board of directors' size

Dummy variable equal to 1 if the number of members is less than 5 or greater
» than 11.and 0 otherwise

Cooperatives with fewer than 5 members or more than 11 members are more
likely to experience internal fraud.

Non-existence of independent members on the board of directors

+ Dummy equal to 1 if the board has no independent members and 0

. otherwise.
Proxies of weak

Internal fraud > corporate
governance

A 4

+ Proportion of independent members in relation to the total number of
members.

Cooperatives with a higher proportion of external members on the board are
less likely to experience internal fraud.

Non-existence of gender diversity on the board of directors

+  Dummy variable equal to 1 if the company has no women on the board. and
> 0 otherwise

The presence of women on the board is associatedwith a lower likelihood of
internal fraud.

Source: Prepared by the authors.

4.2 Category 2: External Fraud

External fraud refers to losses caused by third parties (e.g., clients, suppliers, contractors,
or legal representatives) who commit specific acts intended to defraud, misappropriate property,
or circumvent the law (BCBS, 2001). External fraud poses a significant business risk, with its
impact often manifesting as financial losses, damage to organizational reputation, and the need for
rework (Rahman & Anwar, 2014).

In this context, examples of external fraud include theft, counterfeiting, damage caused by
hackers, security breaches, and the theft of information that can result in financial losses (BCBS,
2001). Therefore, external fraud exists in three main forms: (i) credit card fraud; (ii) money
laundering; (iii) Collateral Fraud (Sanusi et al., 2015).

a) Credit Card Fraud

Credit card fraud is characterized by the unauthorized use of a credit card to make
purchases or by counterfeiting a credit card (Balan & Popescu, 2011). The remote use of credit
cards is the most commonly employed tool for fraud. It is often sufficient to have just a few pieces
of information to conduct transactions with someone else's card using the Internet (Abdelhamid et
al., 2014).

External fraud can occur in various ways, such as through the loss or theft of a credit card
or via other fraudulent applications capable of extracting information related to a specific credit
card (Ettredge et al., 2014). Notable methods of committing card fraud include "skimming,"
"phishing," and declaring bankruptcy (Barker et al., 2008).

The practice of "'skimming" is associated with the theft of credit card information during a
legitimate transaction process (ACFE, 2007). Phishing occurs when a fake website is created to
resemble a legitimate one, where victims will enter their personal information, such as usernames,
passwords, and other credit card details (Kenney, 2007). Finally, bankruptcy fraud involves buyers
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using their credit cards knowing they cannot pay for the purchases. The only way to mitigate this
type of fraud is by adopting a pre-verification process through credit agencies to obtain information
about the clients' banking history (Delamaire et al., 2009).

b) Money laundering

Money laundering constitutes one of the most significant risks for financial institutions.
This is due to the lack of an effective means of assessing the likelihood of money laundering within
financial institutions, which can result in considerable costs associated with fines (McLaughlin &
Pavelka, 2013).

It is important to highlight that, in addition to the level of competence, the ability of
employees to assess existing risks within an organization can be impacted by both internal and
external factors, such as the strength of internal control systems or the application of technology
that can assist them in performing this task (Isa et al., 2015).

Studies show that risk assessments supported by IT systems are more effective when used
in conjunction with human knowledge (judgment) (Morton & Fasolo, 2009). In support of this
argument, Isa et al. (2015) explain that using an IT system for managing money laundering risk,
without the involvement of employees capable of interpreting the information collected from these
systems, may not be effective in mitigating this type of fraud. However, the implementation of
sophisticated systems represents a valuable tool in the process of risk assessment for financial
institutions (Isa et al., 2015).

Regarding the assessment of money laundering risk, the compliance function through
compliance practices serves as the second line of defense. This is based on the assumption that the
first line of defense against such fraud lies with the financial institution's management. In this
sense, the Compliance Department acts as a secondary layer of screening to identify potential
money laundering risks. The compliance sector is responsible for transaction analysis and may
include tasks such as the pre-selection of clients with an imminent risk of money laundering (Isa
etal., 2015).

c) Collateral Fraud

The granting of credit to a client by a financial institution is typically tied to a collateral
guarantee to ensure the repayment of the loan, protecting the institution against potential payment
difficulties by the client. However, many clients present false or overestimated collateral to banks,
which prevents the financial institution from recovering the credit provided. This type of fraud
constitutes a significant portion of the losses observed in banking institutions (Abdelhamid et al.,
2014). In this regard, the occurrence of collateral fraud is associated with the provision of false
statements, misrepresentations, or omissions during the loan acquisition process (Carswell &
Bachtel, 2009).

4.2.1 Proposed Proxy for Operational Risk in Category 2: External Fraud

This research also proposes the use of the value of Cosif accounts 2.5.1.25.00-1 and
2.5.1.15.00-4, which refer to investments in IT, as a proxy for operational risk related to external
fraud. In this context, it is expected that higher investments in IT will indicate greater security of
information and processes within the cooperatives, thereby mitigating operational risk, in
accordance with Resolution No. 4,893 of 2021 (BACEN, 2021).

However, it is important to note that these Cosif accounts do not provide direct data for
collection. Therefore, it is necessary to verify with the Bacen or the cooperatives themselves the
possibility of disclosing these accounts. Below, Figure 3 illustrates the proposed operational risk
proxy discussed in this section.
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Figure 3
Proposed Proxy for External Fraud

Low investment in IT infrastructure:
+ COSIF accounts:
- 2.5.1.15.00-4 — Data processing systems account by the number of cooperatives per
External fraund > system.
- 2.5.1.25.00-1- Communication and security systems

High investments in IT may indicate a lower likelihood of operationallosses

Source: Prepared by the authors.

4.3 Category 3: Labor Claims and Workplace Safety

The existence of labor claims and the lack of safety in the workplace lead to losses for
financial institutions due to actions that are inconsistent with labor laws, health and safety
agreements, or the payment of personal injury claims. These losses may also result from events
related to diversity and/or discrimination occurring within the institution (BCBS, 2001).

In this way, companies that fail to comply with labor demands tend to become involved in
legal actions, leading to the possibility of financial losses. These potential losses are related to
direct costs associated with the legal process, such as court fees, attorney fees, fines, or settlements
(Autore et al., 2014), as well as indirect costs, such as a decrease in market value, loss of employee
motivation, and reputational damage (Karpoff et al., 2008; Karpoff & Lott, 1993; Haslem et al.,
2017). As a result, litigation negatively impacts the value of the company by diverting cash flow.

In this context, employees represent a crucial group of stakeholders that contribute to the
business's success. Therefore, fostering a good relationship with employees can have a significant
effect on the company's value creation capacity, as a positive relationship with staff can increase
their productivity (Zuo et al., 2022). According to Rachman (2013), in Brazil, the issue of labor
losses in financial institutions has gained prominence due to the billions of reais associated with
it.

4.3.1 Proposed Proxy for Operational Risk in Category 3: Labor Claims and Workplace Safety

Building on Rachman’s (2013) study, this research proposes using a variable that reflects
the presence or absence of labor lawsuits linked to the legal entity's CNPJ (Brazilian taxpayer D)
as a proxy for measuring operational risk inherent to credit unions.

The total number of labor lawsuits can also be used as a variable to measure operational
risk, as cooperatives with a higher number of labor disputes may have a greater probability of
incurring financial losses. Alternatively, a dummy variable could be used, where the value is set
to 1 if the cooperative has an ongoing labor lawsuit listed on the JusBrasil website, and O otherwise.
Figure 4 illustrates the proposed operational risk proxy in this study for events related to labor
claims and workplace safety.

Figure 4
Proposed Proxy for Labor Claims

Labor lawsuits:

*  Dummy variable equal to 1 1f the company has labor lawswits during the period, and 0 otherwise..

Labor claims and workplace o The existence of labor lawsuils may indicate issues with workplace safety and labor claims.
safety "

+ Total number of labor lawswits.

Credit unions with a higher number of labor lawsuits may indicate a greater likelihood of financial
fosses.

Source: Prepared by the authors.
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4.4 Category 4: Inadequate Practices Related to Clients, Products, and Services

The risk associated with inadequate practices related to clients, products, and services
refers to operational losses arising from events related to unintentional or negligent failures to meet
professional obligations to clients, or related to a product or service (BCBS, 2001; An et al., 2020).

In accordance with Circular No. 3,979 of January 30, 2020, there are five subcategories in
this category of event linked to operational risk: (i) product suitability for clients, disclosure of
information about products and services, breach of fiduciary duty; (ii) improper business and
market practices; (iii) product failures; (iv) selection, sponsorship and exposure; and (v) consulting
activities. (BACEN, 2020).

Customer product suitability, disclosure of product and service information, breach of
fiduciary duty includes any activities where a customer's privacy has been violated, aggressive
selling or misuse of confidential information (Crouhy et al., 2004). Improper business and market
practices can include insider trading, money laundering, unlicensed activity, or any form of market
manipulation (Ferreira & Dickason-Koekemoer, 2019). Product failures are related to defects in
products or errors in the structure model of a particular product offered. Selection, sponsorship
and exposure occur when a given financial institution fails to investigate its clients according to
guidelines or exceeds the level of exposure in relation to those who use its services (Ferreira &
Dickason-Koekemoer, 2019). Finally, the advisory activities subtype involves any losses that arise
from advisory activities (BCBS, 2006).

Losses related to inadequate practices concerning clients, products, and services are
regarded as some of the most severe types of operational risk events (Soprano et al., 2009;
Chernobai et al., 2009). The authors provide examples of some of the largest operational losses
experienced by U.S. financial institutions, which are presented in Table 1 below.

Table 1
Examples of Losses Related to Inadequate Practices Concerning Clients, Products, and Services
Year | Company | Value of Losses Reason
1980 | Prudential | US $ 3 bilhdes | Questionable sales practices led to a major lawsuit
Insurance | Payments of | that plagued the company throughout the 1990s and
restitution and | ultimately tarnished its reputation.
fines.

2005 | Citigroup | US $ 2 bilhdes Paid the SEC (U.S. Securities and Exchange
Commission) and a class of Enron shareholders in
settlement of charges, as the bank helped and
encouraged the energy company to hide its true
financial condition since 1997.

Source: Prepared by the authors.

4.4.1 Proposed Proxy for Operational Risk in Category 4: Inadequate Practices Related to Clients,
Products, and Services

This research proposes, as a proxy for operational risk inherent to credit unions, the
existence of criminal and civil lawsuits linked to the cooperative's CNPJ (legal entity identifier).
The presence of such lawsuits can be verified by consulting the JusBrasil website. The operational
risk proxy is represented by a dummy variable that takes the value of 1 if there are criminal and
civil lawsuits linked to the credit union's CNPJ, and 0 otherwise. It is expected that cooperatives
involved in litigation will have a higher likelihood of engaging in inadequate practices.

It is also suggested to use the total number of annual litigations involving the cooperatives.
Thus, cooperatives with a higher number of judicial and extrajudicial actions may indicate a greater
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probability of financial losses. Another proposed proxy could be the ratio between the total number
of lawsuits and the number of cooperative members. In this way, cooperatives with a higher
number of lawsuits per member would show greater indications of operational failures. Figure 5
illustrates the proposed operational risk proxy for events related to inadequate practices concerning
clients, products, and services.

Figure 5
Proposed Proxy for Inadequate Practices Related to Clients, Products, and Services

Extrajudicial and judicial processes in civil and criminal courts:

+ Dummy variable equal to 1 if the company has criminal civil, or extrajudicial processes involving
the name of the credit union. and 0 otherwise.

The existence of judicial and extrafudicial processes may indicate inappropriate practices related fo

. . clients, products, and services.
Inappropriate practices P

related to clients,
products, and services

L J

+ Total number of processes.

Credii unions with a higher number of processes may indicate the presence of inappropriate practices.

+ Rafio between the number of processes and the number of cooperative members.

Cooperatives with a higher number of processes per member show greater indications of inappropriate
practices.

Source: Prepared by the authors.

4.5 Category 5: Damage to Physical Assets

Damage to physical assets is associated with losses that can arise from natural disasters or
other events (BCBS, 2001). According to Ko et al. (2019), losses caused by damage to physical
assets are considered less common events, such as those associated with natural disasters, fires,
terrorism, vandalism, among other factors.

The level of exposure to risk events caused by damage to physical assets is tied to the
accounting of the reduction in the values of fixed assets. Financial institutions must comply with
Technical Pronouncement CPC 01 (2010), which addresses the recognition, measurement, and
disclosure of asset impairment (Resolution 3566, Article 1).

According to Circular No. 3,941/2019 and Technical Pronouncement CPC 01 (2010),
institutions are required to assess at the end of each period whether there is any indication that a
fixed asset may have suffered impairment. If there is evidence and the impairment is confirmed
through the recoverable amount test (Impairment), the loss must be recognized in a specific income
statement account (BACEN, 2019).

4.5.1 Proposed Proxy for Operational Risk in Category 5: Damage to Physical Assets

The proposed proxy for operational risk in credit unions is the ratio between the value of
losses due to impairment of fixed assets identified in the impairment test, as outlined in Circular
No. 3,941/2019, and the total value of fixed assets. Thus, cooperatives with a higher proportion of
impairment in their physical assets would show greater indications of operational losses related to
damage to physical assets.

In the context of credit unions, this account refers to Cosif 8.1.8.25.00-8, which includes
losses from impairment of use assets. However, this Cosif account is not available for consultation
on the Bacen website (2024), requiring verification of information in the explanatory notes or
direct requests to cooperatives for access to such information. Figure 6 illustrates the proposed
operational risk proxy for damage to physical assets.
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Figure 6
Proposicdo de proxy Danos a ativos fisicos

Losses from impairment of assets in use:

= Ratio between the amount spent on insurance and total assets-

* COSIF Accounts:
8.1.8.25.00-8 (-) Losses due to impairment of assets in use
2.2.0.00.00-2 Fixed assets in use

Y

Damage to physical assets

Cooperatives with a higher proportion of impairment losses relative to fixed assets in use present a
higher operational risk.

Source: Prepared by the authors.

4.6 Category 6: Business Disruption and System Failures

Business disruption and system failures encompass events such as those arising from the
malfunctioning of IT systems (Chernobai et al., 2021). It is important to note that such events also
include losses caused by disruptions to the normal course of business due to hardware or software
breakdowns, telecommunications failures, programming errors, computer viruses, or power
failures (Ko et al., 2019).

Many of the risks covered by the Basel Committee’s definition of operational risk have
traditionally been managed through the acquisition of insurance. For example, fraud committed
by employees of banking institutions has long been insured under what is known as the bankers'
blanket bond, and damage to physical assets is traditionally covered by property insurance. In this
sense, it can be seen that the purchase of insurance by financial institutions serves as a strategy to
mitigate operational losses resulting from system failures (Mendonga et al., 2008).

4.6.1 Proposed Proxy for Operational Risk in Category 6: Business Disruption and System
Failures

A proposed proxy for operational risk related to business disruption and system failures
could be a dummy variable indicating whether or not the cooperative has insurance coverage
against potential losses from such events. In this case, the dummy variable would take the value
of 1 if the credit union does not purchase insurance for potential losses and 0 otherwise. This
suggests that by purchasing insurance, the cooperative minimizes the risk of operational losses.

Another proposition is the ratio of the amount spent on insurance relative to the total assets
of the credit unions. Thus, the lower the amount spent on insurance relative to assets, the higher
the risk. This proxy can be obtained from the Cosif account, which records the insurers'
responsibility for risk coverage (9.0.8.70.00-6), related to insurance contracts. These data can be
found in the explanatory notes of the cooperatives. Figure 7 illustrates the proposed operational
risk proxy for events related to business disruption and system failures.
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Figure 7
Proposed Proxy for Business Disruption and System Failures

Insurance Contracts

+ The Dummy variable receives 1 (one) if the credit union deoes not purchase insurance against

potential losses and 0 (zero) if otherwise.

Thus, if the cooperative contracts insurance, it minimizes the risk of operational losses.

Business interruption and

»| + FRatio between the amount spent on insurance and total assets.

system failure
The lower the volume of insurance relative fo assets, the higher the operational risk

COSIF Accounts:
- 8.1.7.51.00-0 (-) Insurance expenszes
1.0.0.00.00-7 Current assets
- 2.0.0.00.00-4 Long-term and permanent assets

Source: Prepared by the authors.

4.7 Category 7: Execution, Delivery, and Process Management

Events related to operational risk arising from execution, delivery, and process management
correspond to losses resulting from failures in transaction processing or the management of
processes, relationships with business counterparts, and suppliers (BCBS, 2001). In this context,
these events encompass failures associated with transactions, monitoring and reporting of
processes, documentation, customer management, as well as losses from merchants, vendors, and
suppliers (Ferreira & Dickason-Koekemoer, 2019). The BCBS (2001) divides this type of loss into
six subcategories, presented in Table 2.

Table 2
Losses Related to Execution, Delivery, and Process Management
Category Subcategory Examples of activities
e Communication failure;
e Data entry, maintenance, or loading errors;
. e Missed deadlines or responsibilities;
Capture, execution, and . i
- e Incorrect operation of model/system;
maintenance of : . .
; e  Accounting error/entity assignment error;
transactions
e Poor task performance;
e  Delivery failure;
Execution, e Collateral management failure..
Delivery, Monitoring and | ¢ Failure to comply with mandatory reporting;
and Process Reporting e Inaccurate reporting.
Management Customer consumption | ¢  Missing/incomplete documents.
and documentation
Customer account | e Incorrect client records (incurred loss);
management e  Negligent loss or damage to client assets
Commercial e  Poor counterparty performance;
counterparts e Counterparty disputes.
Vendors and suppliers | ¢  Outsourcing;
e  Supplier disputes..

Source: Prepared by the authors.

In this context, it is observed that the losses caused by this type of event are frequent, as
they can result from human errors, communication failures, data entry errors, accounting mistakes,
and missing documents, which are commonly encountered in an environment where financial
institutions need to process millions of transactions daily (Ferreira & Dickason-Koekemoer, 2019).
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According to Maximiano (2000), operational control encompasses activities and resource
consumption in any functional area of an institution. Timetables, flowcharts, and budgets are the
primary mechanisms for planning and operational control. In this regard, internal control is
responsible for the effectiveness of the process in minimizing the possibility of failures in
conducting business. It is defined as a management tool that, through computerized systems and
administrative techniques, can provide means for processes to develop as planned—efficiently,
effectively, and economically.

4.7.1 Proposed Proxy for Operational Risk in Category 7: Execution, Delivery, and Process
Management

The study proposes an operational risk proxy that reflects the external auditors' opinion
regarding the internal controls (established by the financial institution) and the Compliance
department (audit report). The suggested proxy is a dummy variable, which takes the value of 1 if
the auditor indicates that the internal controls are weak, and 0 if the auditor reports that the internal
controls are well-structured. Figure 8 illustrates the operational risk proxy for events related to
execution, delivery, and process management.

Figure 8
Proposed Proxy for Execution, Delivery, and Process Management.

External auditor's opinion in the audit report regarding the
company's internal controls:

Execution, delivery,
and management of * Dummy variable equal to 1 if the auditor indicates that the
processes internal controls are weak, and 0 otherwise

It is expected that weak internal controls will increase the
likelihood of operational risk.

Y

Source: Prepared by the authors.

Figure 9 shows the synthesis of the proxies proposed in this study based on the seven
categories linked to loss events that can occur in financial institutions, as evidenced by the Basel
Committee on Banking Supervision (2006).
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Figure 9
Proposal for M

easuring Operational Risk in a Credit Union

_ OPERATIONAL RISK

. q o q . S Ina; iate practices
Bi t tio d E delivery, and ppropriate p
Labor Z-_..“Mm-mﬂ— workplace RS FELTh - Damage to physical assets External fraud related to clients and Internal frand
system failure management of processes B productse servicos
i ._. _
External anditor's opinion in the audit report regarding
the company's internal controls: Low investment in IT infrastructure: Inadequacy of the board of directors' size
+  COSIF Accounts: Dummy vanable equal to 1 if the number of members is less than 3
»  Dummy variable equal to 1 if the auditor indicates that - 2.5.1.1500-4 - Data processing system account by the or greater than 11, and 0 otherwise
the internal controls are weak, and ) otherwise number of cooperatives per system. )
- 25.1.25.00-1 - Commumication and security systems Cooperatives with a board size outside the range of 3 to 11 members
It is expected that weak imternal controls will incroase the are more likely to experience internal fraud
Iikelthood of operational risk Cooperatives with high vestments in IT may indicate a lower
likelihood of operational losses Non-exi of independ hers on the board of directors
Insurance Contracts + .
Losses from impairment of assets in use

Thus, if the cooperative purchases insurance, it minimizes the risk of operational fosses.

*  Ratio between the amount spent on insurance and total assets.

The lower the volume of nsurance relative 1o assets, the higher the operational risk
COSIF Accounts:
8.1.7.51.00-0 (-) Insurance Expenses
1.0.0.00.00-7 Current assets
2.0.0.00.00-4 Long-term and permanent assets

Labor Lawsnits:

The existence of labor lawsuits may indicate issues with workplace sqfety and labor claims.

*  Total number of labor lawsuits.,

Credit unions with a higher momber of labor lawsults may indicate a greater [ikelihood aof
Jinancial fosses.

- a efiyes 2 £ abor lawsmts and the numbe

Credit unions with higher proportions of total labor lawsuits relative to the number af
emplayees are more likely to experience greater financial losses.

Batio between the impairment loss value and fixed aszets in use

COSTF Ace . Cooperatives with a higher proportion of external members on the

- B.1B8.2500-8 (-) Losses from impairment of assets in use board are less Itkely to experience internal fraud

- 220.0000-2 Fixed assets in use
Coaperatives with a higher proportion of impairment losses relative ~
to fixed assets in use present a higher operational risk. Non-existence of gender diversity on the board of directors

*  Dummy varisble equal to 1 if the company has ne women on the
board. and 0 otherwise +—

The presence of women on the board is associated with a lower
likelthood of internal fraud

Source: Prepared by the authors.

Extrajudicial and judicial processes in civil and criminal courts:

*  Dummy varizble equal to 1 if the company has criminal. civil. or extrajudicial processes imvolving the name of the credit union and 0

otherwise

The existence of judicial and extrafudicial processes may indicate imappropriate practices related to clients, products, and services.

»  Total number of processes,

Creditf unfons with a higher number of processes may indicate the existence of mappropriate practices.
Ratio between the number of processes and the number of cooperative members,

Cooperatives with a higher number of processes per member show greater ndications of inappropriate practices.

¢cop sl
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5 FINAL CONSIDERATIONS

Advancing research on operational risk contributes to a profound cultural
transformation within financial institutions. This is due to the fact that these organizations have
historically been reluctant to share their data with researchers interested in studying operational
risk.

Some studies on the topic measure operational risk using internal data from financial
institutions (Amaral et al., 2009; Goulart, 2012; Eckert & Gatzert, 2017; Chernobai et al., 2021).
Therefore, the lack of observable proxies to capture operational risk has led to the frequent use
of case study methodology in research on the topic. In this context, the present study achieves
its goal and aligns with the literature on credit unions, discussing potential proxies that can be
used to measure operational risk, thus contributing to the development of the literature on this
subject.

Drawing from various studies on operational risk in both national and international
literature, this research highlights the proposition of observable proxies for measuring this type
of risk. The proposed observable operational risk proxies in this study are related to: i) labor
claims and workplace safety, and ii) inadequate practices related to clients, products, and
services. Both are evidenced by the existence of labor lawsuits and civil, criminal, and
extrajudicial lawsuits involving credit unions. It is important to emphasize that the proposed
variables in this research consist of 13 (thirteen) operational risk proxies that total 7 (seven)
categories, as grounded by the Basel Committee on Banking Supervision (BCBS). The
relevance of this study lies in its contribution to the literature on the subject, as it helps mitigate
the lack of attention to the risk inherent to credit unions using observable data.

Furthermore, this research allows stakeholders in credit unions to understand the
operational risks of the cooperative without having access to internal company information.
Operational risk, the focus of this study, is linked to significant losses and is crucial in decision-
making processes under risk conditions, particularly in the current Brazilian context, marked
by the political and economic crisis that began in 2014 and the COVID-19 health crisis.

Thus, through a literature review, this study proposes 13 (thirteen) proxies for measuring
the operational risk of institutions. The proposed variables can be collected from financial
reports and court records. It is suggested that future research utilize these variables for studying
operational risk and discuss the validity of this proposition, expanding the discussion on
operational risk, especially in Brazilian credit unions.

Additionally, this research can serve as a solid foundation for future investigations
aiming to incorporate operational risk into the analysis of financial institutions. The use of these
proxies enables the construction of econometric models with panel data, allowing for the
collection of multiple observations over time. This approach facilitates the identification of
indicators related to operational risk and the analysis of how this risk can impact the key
economic and financial indicators of institutions. By integrating these proxies into future
studies, researchers will deepen their understanding of the influence of operational risk on the
financial performance of organizations, thereby contributing to the formulation of more robust
and effective policies for mitigating this risk, promoting more efficient and resilient
management.

Therefore, by incorporating non-observable proxies into this research, the contribution
to the risk management literature is significantly expanded, providing a more comprehensive
evaluation of the factors impacting operational risk in credit unions. Consequently, the research
contributes to the formulation of more effective policies aimed at mitigating these risks,
enhancing operational and financial management. This approach also opens new possibilities
for future investigations, offering opportunities to apply these proxies in ways that strengthen
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the resilience and sustainability of financial institutions in an increasingly complex risk
landscape.
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